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This study examines the legal gaps in regulating data
proportionality in ASEAN digital banking, particularly in
Indonesia, the Philippines, and Malaysia. The main legal issue lies
in the absence of clear standards governing the limitation,
justification, and classification of personal data, which leads to
excessive and potentially invasive data processing practices in
digital banking systems. This research aims to examine the concept
of data proportionality in digital banking and to assess the
adequacy of legal frameworks governing data proportionality in
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Indonesia, the Philippines, and Malaysia in order to identify
existing regulatory gaps. This study employs a normative legal
research method with a comparative approach. The findings reveal
that although all three countries have established data protection
frameworks, none comprehensively integrate data proportionality
into digital banking regulations, resulting in fragmented and
ineffective legal protection. Indonesia lacks detailed standards and
risk-based mechanisms, while the Philippines and Malaysia show
regulatory gaps in governing conventional digital banking services.
These weaknesses contribute to increased risks of privacy
violations and legal uncertainty. Therefore, this study suggests the
need for regulatory reform, including clearer data classification,
proportionality standards, and mandatory risk assessments, to
ensure a balance between digital banking innovation and the
protection of consumer privacy rights.

Abstrak

Kata Kunci:
Proporsionalitas
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Penelitian ini mengkaji kesenjangan hukum dalam pengaturan prinsip
proporsionalitas data pada perbankan digital di ASEAN, khususnya di
Indonesia, Filipina, dan Malaysia. Permasalahan hukum utama terletak
pada belum adanya standar yang jelas terkait pembatasan, justifikasi, dan
klasifikasi data pribadi, yang menyebabkan praktik pengolahan data yang
berlebihan dan berpotensi melanggar privasi. Penelitian ini bertujuan
untuk mengkaji konsep proporsionalitas data dalam perbankan digital
serta menilai kecukupan kerangka hukum yang mengatur proporsionalitas
data di Indonesia, Filipina, dan Malaysia guna mengidentifikasi
kesenjangan pengaturan yang masih ada. Penelitian ini menggunakan
metode penelitian hukum normatif dengan pendekatan komparatif. Hasil
penelitian menunjukkan bahwa meskipun ketiga negara telah memiliki
kerangka perlindungan data, belum ada integrasi yang komprehensif
terhadap prinsip proporsionalitas data dalam regulasi perbankan digital.
Indonesia masih lemah dalam standar dan mekanisme berbasis risiko,
sementara Filipina dan Malaysia mengalami kekosongan pengaturan pada
layanan perbankan digital konvensional. Kondisi ini menimbulkan risiko
pelanggaran privasi dan ketidakpastian hukum. Oleh karena itu,
diperlukan reformasi regulasi melalui penguatan klasifikasi data, standar
proporsionalitas, serta kewajiban penilaian risiko una mencapai
keseimbangan antara inovasi perbankan digital dan perlindungan hak
privasi konsumen.
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Introduction

The rapid development of
digital technology has significantly
transformed various sectors,
including the financial and banking
industry, which is increasingly
digitalized. This transformation has
fundamentally changed how
individuals access financial services
while also introducing new legal
challenges, particularly in relation to
data protection and privacy. In the
context of the digital economy, data
has become a strategic asset with
substantial value for business actors,
including  financial  institutions.
However, the extensive use of data is
often not accompanied by adequate
and adaptive legal regulation. This
condition creates risks of data misuse
and increasingly complex violations
of consumer  privacy rights
(Agustianto et al., 2025). At the same
time, regulatory developments across
reveal

different countries

inconsistencies in governing data

processing  practices in digital

banking. = Such  inconsistencies
contribute to legal uncertainty and
open the possibility for excessive data
practices. Therefore, a legal approach
required to address these problems
should emphasize the protection of
data while facilitating a balanced and
proportional data governance in
digital banking systems.

The advent of digital banking
has brought fundamental changes to
how people do many kinds of
banking transactions (El Achari &
Hattab, 2024), bringing the banking
system as an indispensable part of the
financial system closer to many
people while also stimulating
immense economic growth (Melnyk,
2024). The convenience brought by
the digital technology behind digital
banking is what has truly improved
the accessibility of banking services
(Amin, 2016). These developments

are seen as beneficial for both bank

consumers and perhaps even more so
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for banks due to how they
significantly reduce operational costs
(Windasari et al., 2022). However,
upon closer look, these developments
do not come truly without a cost
(Kiayias et al., 2022). Like other forms
of digital

technologies,  digital

banking requires a subsequent
amount of data to operate smoothly
and provide the relevant digital
banking services (Hassani et al.,
2018). The main legal issue regarding
this is the risks associated with bank
consumers’ privacy rights and how
they are, as consumers, are at risks of
having their data excessively utilized
by the banking sector. The principle
of data proportionality plays an
important role in ensuring that the
financial institutions are using the
least possible amount of data for
digital banking purposes to operate
smoothly, to lower the risks of
privacy breaches without losing key
capabilities of digital banking.
Recent banking trends around
the globe do not only suggest the
rising popularity of digital banking
(Wewege et al., 2020), but also the
deliberate push by the banking

industry to move towards further
digitalization of banking services
(Kaur et al.,, 2021), heightening the
risks of data privacy issues (Ahmed et
al., 2024). Indonesia, for example, has
created QRIS, which has become one
of the best instruments utilized by
many businesses through fintech
services (Kumalasari & Pratama,
2025), supported by a great
synchronization with the nation’s
digital banking system (Sulfaunsilah
et al, 2025), with cross-border
banking continues to be developed by
Indonesia’s central bank (Rachmalia,
2025). The Philippines and Malaysia
have also benefited greatly with
digital banking, with data showing
digital payment transactions
accounting for 52.8% of total monthly
retail payments in the Philippines as
of 2024, surpassing the central bank's
target of 50%, while the country's six
digital banks collectively serve 8.7
million depositors with deposits
reaching PHP 82 billion by mid-2024
(Fintech News Philippines, 2024). In
Malaysia, according to a data

collected in Q4 2024, approximately

93% of consumers are reported to be
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aware of digital banks, and 60% were
familiar with them (Lee, 2025).
Despite these developments, the
issue regarding data proportionality
is not often discussed
comprehensively. The emphasis on
privacy in many data protection
regimes often focuses mainly on
around data

security handling,

leaving gaps in proper data
classification and loose justification
criteria for data collection and
processing. In essence, this is deeply
tied to the principle of data
proportionality, which posits that the
collection and processing of data
should be as minimal as possible and
according to the required amount
needed to run a website or an
application. Ultimately, the quest for
an equilibrium emerges as the main
goal regarding this analysis,
particularly in the context of ASEAN
members like Indonesia, the
Philippines, and Malaysia, with their
digital economies continuing to
sustain economic growth and
development.

The concept of privacy has been

continuously developed within the

legal academic sphere, with literature
such as the study done by (Nissim &
Wood, 2018)
conducted by (Reis et al., 2024),

and another one,
highlighting how evolving
technological and normative
frameworks have shaped both the
theoretical and practical challenges of
privacy protection in law. One of the
key theoretical frameworks of
privacy rights in the digital realm
today is ‘privacy by design’, which
according to a study carried out by
(Wong & Mulligan, 2019), is a
make

proactive  approach, to

occurrences of privacy harms
impractical in the first place. It
demands that privacy be ‘built in’
during  the  design  process,
embedding privacy protections into
products during the initial design
phase, rather than retroactively. The
emphasis on design is mainly based
on the fact that it is imperative to
critique, speculate, or present
alternatives in solving privacy rights
issues when the status quo is no
longer working effectively.

Another study, carried out by

(Mazurek & and Matagocka, 2019),

Syura: Journal of Law; Vol. 4, No. 1, 2026, Doi: https://doi.org/10.58223 /syura.v4i1.811



https://doi.org/10.58223/syura.v4i1.811

highlighted the rapidly evolving
perception of privacy in the digital
landscape, from its original form as a
prerequisite to enjoy other human
rights such as freedom of association,
expression, and choice. It also
highlighted the increasingly
sophisticated aggregation of data in
many forms of digital technology,
including key aspects of life such as
financial, which has caused further
concerns regarding data protection
and privacy. From the context of
digital banking, privacy and security
are still often discussed as two aspects
that cannot be separated, as noted in
a study conducted by (Shukla &
Puranik, 2025). This can be an
oversimplification when looked at
critically, as the protection of privacy
rights in the banking sector or the
world  often

broader financial

involves comprehensive risk
management. Data proportionality
can bring significant value to this
dynamic, as noted by a study carried
out by (Patel, 2024), because of how it
can lower the exposure
accompanying data vulnerability and
customer

increases protection,

leading to the principle of collecting
the bare minimum data.

A significant legal gap can be
identified from the literature review
above, which is the lack of emphasis
on the specific principles of data
protection and privacy in the context
of digital banking. Despite the
extensive development of literatures
around data protection and privacy,
literature doesn’t typically focus on a
specific principle of data protection
and privacy, especially not in a
specific context such as digital
banking. This specificity is the main
novelty of this study; a critical gap
authors are trying to fill. The
comparison of Indonesia, the
Philippines, and Malaysia adds even
more novel values to this study,
providing insights regarding how
these ASEAN members are trying to
reach legal equilibrium regarding
data collection and processing. It is
also important to note that the focus
of digital banking in this study is
narrowed to only digital banking
services provided by conventional
banks, not digital banks with no

branch, or what are often referred to
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as neobanks. Furthermore, an
important limitation of this study
needs to be mnoted, particularly
regarding how it may not be able to
capture the full picture of
enforcement realities, as the study
does not collect and utilize empirical
data to focus on  doctrinal
comprehension and analysis of the
existing frameworks. Most
importantly, based on the research
background and the regulatory issues
discussed above, this study focuses
on answering the following
questions:

1) How is the principle of data
proportionality conceptualized in the
context of digital banking and
privacy protection? 2)To what extent
do the legal frameworks in Indonesia,
the Philippines, and Malaysia

regulate data proportionality in

digital banking? 3) Are there
regulatory gaps in the
implementation of data

proportionality in digital banking in

these countries?

Method

This paper employs the
normative legal research method,
often also referred to as doctrinal
research method, to assess the legal
norms of the relevant legal
frameworks (Disemadi, 2022). This
typically involves a black letter law
analysis, where legal norms are
assessed based on how they are
framed and stipulated, to then be
utilized as a legal lens for a deeper
analysis of a legal topic of the study
(Tan, 2021). The analysis is also
supported by comparative approach
to ensure that the identified and
analyzed primary law sources, along
with the assessments made based on
them, can be compared with other
legal systems to identify the common
denominators and key differences for
more legal insights (Negara, 2023). To
deepen the analysis even further, this
paper supplements it with the
theoretical framework for privacy by
design, which has now become one of
the main theoretical frameworks for
data protection and data privacy
analysis. This is to open ways for the

critique, assessment, and even
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speculate associated risks of privacy
rights in the context of digital
banking, which presents a high stake.

The primary law sources
analyzed in this study include
Indonesia's Law No. 27 of 2022 on
Personal Data Protection and
Financial Services

Regulation No. 21 of 2023 on Digital

Authority

Services by Commercial Banks which
formed the foundation for examining
data proportionality principles in
Indonesian digital banking
regulation. The Philippines section
examined the Data Privacy Act (RA
10173), Bangko Sentral ng Pilipinas
Circular No. 1105 (2020), General
Banking Law of 2000 (RA 8791), and
Internet Transactions Act (RA 11967)
to assess the regulatory framework
governing digital banking services
and data protection in Philippine
financial institutions. Malaysia's
regulatory analysis focused on the
Personal Data Protection Act 2010
and its 2024 Amendment, Electronic
Commerce Act 2008, and Financial
Services Act 2013 to evaluate the
country's  approach to  data

proportionality in digital banking

operations and privacy protection

mechanisms.

Result and Discussion
Data Proportionality and The Legal
Dynamics of Privacy Rights in
Digital Banking

Data privacy is a legal field that
is currently rapidly evolving as
digital technologies continue to
dominate many aspects of everyday
life (Ruslan, 2023), directly tackling
the increasing instances of data
breaches and the subsequent growing
risks of it (Fitri et al., 2024). From the
purely legal standpoint, the
conceptualization of data privacy
serves as a wall of compliance against
the possible breaches of the broader
traditional sense of privacy rights
(Nasir, 2025). However, this
fundamental legal aspect is not often
clear, as data privacy is often
mistaken as data protection and vice
versa, despite the fact that data
protection often puts more emphasis
on the first line of protection against
cyber-related risks, aligning it more
closely with the realm of cyber-

security and the relevant legal risk
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management (Cele & Kwenda, 2025).
The importance of understanding this
distinction is not about ensuring that
data privacy is understood as an
isolated legal issue, but rather a
problem that is heavily reliant on data
sidelined.

protection yet easily

Therefore, the legal analysis
regarding the interplay between data
protection and data  privacy,
particularly in the context of digital
banking, must be done through
careful analysis with a firm
understanding on what aspects of
data protection are directly relevant
to the protection of privacy rights in
the digital world.

Digital banking, like other
digital technologies, is developed to
increase convenience and the overall
productivity of those who utilize
them. For this to manifest, there
needs to be a certain degree of
smoothness and stability to be met in
the development of the relevant
technologies, be it through a website
or an application that is installed on a
smartphone.  Aside from the

monetary cost of these developments,

data can also be considered a cost that

is actively being paid by those that
use the websites or apps for digital
banking services, which are often
offered for free as the basic and, for
some, essential feature of today’s
banking system. This dynamic has
created the normalization of massive
data collection and processing, which
has raised significant risks regarding
the privacy of the data subjects. Legal
frameworks for data protection and
privacy must carefully navigate
around these complex legal terrains
to reach an equilibrium resembling a
balance between smooth utilization
of digital banking and minimized
data management risks.

The first essential feature that
must exist within every single digital
banking system in the world is a high
level of security, to ensure that bank
accounts are not accessed without
legitimate authorization or even
hacked directly, which can threaten
an insurmountable amount of
cashflow and ultimately shatter the
finances of many bank consumers.
For security purposes, banks are left
with no choice but to collect and

process a considerable amount of
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data to protect their consumers’

money, by developing security
features such as password or PIN
(Alcantara et al., 2025), biometric data
like retina or fingerprints (Morake et
al., 2021), or location tracking to
detect suspicious activity that might
have been an authorized attempt to
access the consumer’s finances (Fang
& Quintos, 2023). However, this must
be done with cautious, as it also
places a bigger burden for banks to
handle massive volumes of data,
which can create further legal risks,
especially within the context of
today’s privacy conscious world,
where consumers demand a certain
degree  of transparency and
accountability in data collection and
processing practices from banks
(Gupta & Shukla, 2024). Additionally,
significant risks are also faced by data
subjects, due to the -catastrophic
impacts that can potentially happen
when these highly sensitive data are
breached, often leading to significant
financial loss, reputational damage,
and identity theft (Situmeang, Park,
et al.,, 2025). This, in turn, creates a

significant legal risk for banks and

any other firm that utilizes massive
amount of data, as they are tied to
legal liabilities when they fail to
protect the rights of data subjects
(Situmeang, Weley, et al., 2025).

Due to the significant impacts of
digital banking to economic growth
(Mecerhed & Guettar, 2023), it is no
longer feasible to avoid or be
reluctant in adopting it due to data
protection and privacy concerns.
Instead, countries around the world
should focus on how digital banking
can be wutilized responsibly by
adhering to the key principles of data
protection and privacy. The principle
of proportionality can serve as an
essential part of regulating data
collection and processing around
digital banking, as it focuses on the
minimization of data to what is
necessary and adequate for the
specified, explicit and legitimate
purposes, ensuring that each byte of
data that are processed and stored is
tiltered through a series of objectives
and discarded if it does not fit the
intended purposes (Malek, 2021).
These issues are summarized into the

following mind map below.
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Figure 1: Mind map of the main

issues that need normative attention

Data Privacy vs
Data Protection
Distinction
I

CDigitaI Banking RealitD
|

Data as Security Economic
Hidden Cost| | Imperatives Inevitability
Free services Biometrics, PIN, Can’t avoid
- massive location digital banking

data collection tracking adoption

Proportionality Principle

Data minimization for
legitimate purposes

Source: Authors’ illustration.

An idealized normative
framework, in its essence, must be
able to balance individual rights with
the institutional responsibilities,
particularly in regard to sensitive
data (Librawenson et al., 2026). For
this, it must fundamentally embrace
the principle of Privacy by Design, to
ensure that data  protection
considerations are embedded into the
architectural foundation of all digital
banking systems from their initial
development processes. This
principle must be embedded within

the digital banking infrastructure

regardless of the existing intertwined
challenges associated with it, namely
as the balancing between operational
efficiency,

regulatory compliance,

and the protection of sensitive
consumer data (Andrade et al., 2022).
This approach requires financial
institutions to conduct

comprehensive  Privacy  Impact
Assessments during the design phase
of any new digital service by
implementing technical and
organizational measures to carefully
minimize data collection to only what
is strictly necessary for legitimate
banking purposes, without damaging
functional capabilities of the digital
banking platform. The framework
should mandate that privacy-

enhancing technologies, such as
differential privacy, homomorphic
encryption, and secure multiparty
standard

computation, become

components of digital banking
infrastructure, enabling institutions
to derive necessary insights while
preserving individual privacy.

The normative framework must
also establish clear data governance

hierarchies that prioritize consumer
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autonomy and informed consent

while recognizing the practical

realities of modern  banking
operations (Ruslan, 2023). Financial
institutions should be required to
maintain transparent data inventories
and processing maps, enabling both
regulators and consumers to
understand the full scope of data
collection and usage. For this to be
applied effectively, there is also a
serious need to supplement data
protection and privacy framework to
have a sophisticated data
classification to ensure that data are
handled separately according to each
of their associated risks. This can
enhance the standard of quality in
Privacy Impact Assessments, as it
maps out the detailed aspects of data
collection and mechanisms in a way
that does not require extensive
knowledge regarding data
management from consumers, which
in turn can enhance overall
transparency and accountability.

A comprehensive normative
approach must also integrate ethical
data stewardship by requiring

financial institutions behind digital

banking services to implement
algorithmic accountability measures,
ensuring that automated decision-
making systems used in digital
banking are transparent and fair
(Zainal, 2023), and most importantly,
subject to human oversight. Human
oversight plays perhaps the most
critical part in this interplay,
particularly within the context of
increasingly  utilized  advanced
technology like Artificial Intelligence
(Al), as data interpretation and the
decision making associated with it
may be affected by certain biases
(Agustiawan, 2024; Union et al,
2024). A critical point that needs to be
covered normatively regarding this is
how the data proportionality
principle can be applied to the
processes of data aggregation, which
would benefit from a sophisticated
data classification to clearly separate
it as non-personal data (Onik et al.,
2019). Application of this principle
should be present in the development
of the algorithm itself and in the
creation of new data from the

aggregation processes to ensure that

data collection and processing within
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the context of algorithm processing
remains rigorously documented for
accountability purposes. This should
also be supported by anonymization
to open ways for data utilization
without breaching the privacy rights
of bank consumers as data subjects,
providing a middle ground for data
protection and data utilization.
Furthermore, in the case that
digital banking services operate
outside of the national border, there
should also be a safeguard installed
to guarantee that consumers data are
not easily collected and processed
concrete

without partnerships

between the relevant financial
institutions and state actors involved.
This includes developing
harmonized regulatory standards
that facilitate innovation while

ensuring consistent privacy

protections across different
jurisdictions. Most importantly, the
principle of data proportionality
should continue to be upheld in the
relevant partnerships. Throughout all
of the elements above, bank
consumers should also be educated

properly by being given relevant,

easy-to-digest information regarding
their data-related rights and how
their data are being processed, along
with what they should consider in
their decision-making process of
giving consent to data collection and
processing mechanisms for digital

banking purposes.

Legal challenges associated with
data protection and digital banking

While data proportionality has
been previously highlighted as a
significant principle in data collection
and processing in today’s digital
banking dynamics, it is not a concept
that can easily fix the existing
challenges that are inherent with
digital technologies in general, which
are then further accentuated with the
sensitive nature of digital banking.
Below is the mind map elaborating
the challenges associated with data
protection and digital banking, which
are all important to be identified to
ensure that the idealized framework
remains grounded in the reality of
highly sensitive legal implications in

digital banking today.
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becomes

These

Figure 2. Legal Challenges in Data consumer rights

Protection and Digital Banking increasingly complex.

dynamics underscore the importance

Extensive Data Use

Data as
Strategic Asset

Rapid Technological Growth

Digital
Changing Financial Services Transformation

of legal frameworks that can address

both technological developments and

emerging risks. Without adequate

Consumer Privacy Violations

Need for Balanced Regulation

Tnconsistent Regulations
Legal Uncertainty
Excessive Data Practices

Legal Challenges

Regulatory
Gaps

regulation, the rapid growth of digital

Source: Authors’ illustration.

Digital banking has become a
central component of modern
financial systems, driven by rapid

technological advancements and the

increasing integration of digital
technologies into everyday
transactions. This transformation

enhances accessibility, efficiency, and
convenience for users, but it also
intensifies the reliance on data as a
fundamental operational resource. In
this context, data is no longer merely
a supporting element but has evolved
into a strategic asset for financial
institutions. However, the extensive
use and processing of data inevitably
raise significant concerns regarding
privacy and data protection. As
digital banking systems continue to
between

expand, the balance

innovation and the protection of

banking may lead to unintended legal
consequences. Therefore,
understanding the legal implications
of data use in digital banking is
essential in ensuring sustainable and
responsible financial innovation.

The growing dependence on
data in digital banking has led to the
normalization of extensive data
collection and processing practices.
Financial institutions often rely on
various forms of personal data,
including biometric and behavioural
information, to enhance security and
While these

service efficiency.

practices may  improve  user
experience and system reliability,
they simultaneously increase the risk
of privacy violations and data misuse.
The principle of data proportionality
emerges as a crucial legal concept to
address this issue, emphasizing that

only necessary and relevant data
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should be collected and processed.
Despite  its  importance, the
application of this principle remains
inconsistent across different
jurisdictions. In many cases, legal
frameworks focus primarily on data
security rather than limiting the scope
of data collection. This imbalance
creates vulnerabilities in protecting
consumer privacy rights, which is
further =~ exacerbated by  the
asymmetrical knowledge regarding
the implications of data collection
and processing between consumers
as data subjects and banks that utilize
those data.

Regulatory gaps represent one
of the most critical challenges in
governing digital banking systems,
particularly in ASEAN countries such
as Indonesia, the Philippines, and
Malaysia. Although these countries
have established legal frameworks
for data

protection, significant

inconsistencies and  limitations
persist in their implementation. In
Indonesia, the lack of detailed
standards and risk-based
mechanisms weakens the

effectiveness of data proportionality

principles. In the Philippines, the
absence of comprehensive

regulations for conventional digital

banking  services  creates a
fragmented legal landscape.
Meanwhile, Malaysia faces

challenges due to outdated legal
provisions that do not fully
accommodate the realities of digital
banking.  These  inconsistencies
contribute to legal uncertainty and
hinder the development of a coherent
regulatory approach. Furthermore,
the lack of clear guidelines on data
classification and justification criteria
exacerbates the problem. As a result,
financial institutions may engage in
excessive data practices without
sufficient ~ legal = accountability.
Addressing these regulatory gaps is
essential to ensure a more consistent
and effective legal framework.

The existence of legal challenges
in digital banking highlights the need
for a more balanced and integrated
regulatory approach. Issues such as
data misuse, consumer privacy
violations, and inadequate legal
safeguards demonstrate the

limitations  of  current legal
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frameworks. These challenges are
further compounded by the rapid
evolution of technology, which often
outpaces regulatory developments.
To address these issues, it is necessary

to adopt a more comprehensive legal

perspective that incorporates
principles such as data
proportionality, risk-based

assessment, and privacy by design.
Such an approach would enable
regulators to Dbetter manage the
complexities of digital banking while
ensuring the protection of consumer
rights. Additionally, strengthening
transparency and accountability
mechanisms can help build trust
between financial institutions and
consumers. Ultimately, achieving a
balance between innovation and
regulation is key to the sustainable
development of digital banking. This
balance will ensure that technological
progress does not come at the
expense of fundamental legal
protections.

Not only that, the subsequent
idealized framework previously
ensure the

conceptualized to

application of data proportionality

should also realistically align with
these identified challenges,
particularly because the increasing
reliance on biometric authentication,
automated profiling, cross-border
data flows, and extensive data
aggregation in digital banking may
generate privacy risks that cannot be
adequately addressed through a
purely formal proportionality
standard. Therefore, the normative
analysis should take into account the
extent to which each jurisdiction
translates  proportionality  into
operational safeguards, including
clearer data classification, mandatory
impact assessments, and risk-based
compliance obligations, so that the
remains

proposed  framework

theoretically coherent and
institutionally workable within the
regulatory realities of digital banking.
Assessment of legal frameworks for
data protection and privacy in
digital banking

Data protection and privacy
have been developed in many
countries as a response to the

growing concerns regarding digital

issues such as cybersecurity and the
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threat of cybercrimes. Over time, the
narrative around legal developments
for data protection and privacy
becomes more nuanced, as concerns
are also raised from the more privacy-
centric perspective, especially with
the development and utilization of
Big Data and IoT, which has unlocked
an accelerated speed of development
for many digital
(Cifaldi, 2023). In the context of

technologies

digital banking, this shift is also
identified, as there is a strong
emphasis on protection of data
against  external,  cyber-related
threats, as a broader part of data
protection. Now, concerns have also
been raised about data management
practices of financial institutions, as
consumers are increasingly aware of
their privacy rights in the digital
world. This development still goes
hand-in-hand with the initial focus on
protection  against cyber-related
threats, as the principle of data
proportionality bridges the broader
data protection concept with data

privacy, through data minimization

and its impacts on risks assessment.

In Indonesia, the main
framework for data protection is Law
No. 27 of 2022 on Personal Data
Protection (PDP Law) (Romadiah et
al., 2025), which was enacted after
years of developing legal frameworks
world

regarding  the
(Bimantara et al., 2024). The PDP Law

digital

defines data protection as the “the
overall effort to protect Personal Data in
the course of processing Personal Data in
order to gquarantee the constitutional
rights of Personal Data subjects.”
Normatively, the principle of data
proportionality is partially
manifested in Article 27, which
governs that data processing should
be ‘limited” in nature. This is further
supported by Article 28, which
reflects a certain degree of purpose
limitations. However, these two
frameworks did not reflect the full
picture of data proportionality, as it
would involve concrete elaboration
on what ‘limited” means, supported
with standards or criteria for what
can be deemed as “justified” purposes,
as an essential support of purpose

limitations. Most importantly, the

PDP Law, as governed in Article 4,
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has a binary classification: specific
and general personal data. This
overly simplistic data classification
can significantly = impede the
effectiveness of data proportionality
principle, even if Article 27 and
Article 28  were far more
comprehensive.

These normative gaps also
directly translate into the lack of risk-
based assessment mechanism for
data management processes, which is
significantly relevant in the case of
digital banking. As Privacy Impact
Assessment  requires all  the
normative elements that the PDP Law
lacks, creating such mechanism
would effectively require a drastic set
of changes to the gaps that exist
within the PDP Law, particularly
regarding the lack of emphasis on
data proportionality. In turn, this
creates a  significant practical
implementation gap as financial
institutions are left to operate in way
that either overexploits personal data
for the sake of digital banking-related

services, or overprotects personal

data, which impedes the smoothness

and overall utilization of the digital
banking platform.

From the banking perspective,
Indonesia has a web of regulations
that govern many aspects of fintech,

including digital banking. However,

Financial Services Authority
Regulation No. 21 of 2023 on Digital
Services by Commercial Banks

(POJK/21/2023) is perhaps the most
relevant one to be analyzed, due to its
specific objective of regulating digital
banking (Sudarso & Yusuf, 2024). The
regulation is directly tied to the legal
framework for data protection, as
stipulated in Article 29(1): “Banks
operating Digital Services are obligated
to implement personal data protection
principles in conducting personal data
processing in accordance with statutory

provisions regarding personal data

4

protection.” However, as identified
previously, the lack of emphasis on
data proportionality in the PDP Law
makes this provision ineffective in
addressing the need to lower the risks
associated with data management.
This problem is also further
manifested in Article 21, which

details the key principles needed to
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be applied, without mentioning data
proportionality.

The biggest gap found in this
regulation is the provision of Article
15, which allows banks to share
personal data of their consumers with
a third party if they have the required
three aspects: consent, consumer
benefit justification, and compliance
with data protection laws. As the
regulation has zero elaboration on the
limits of  ‘consumer  benefit
justification’, the overall use of this
provision can become arbitrary and
open the doors for invasive data
management practices among banks.
While an argument can be made that
consumers are made aware with
informed consent, this is not in line
with the theoretical framework of
Privacy by Design, as it requires
extensive knowledge on data-related
issues and risks on the consumer side,
allowing banks to exploit knowledge
gaps that exist among their
consumers. As elaborated previously,
this does not only harm the
consumer, as it can simultaneously

increase the legal risks faced by

banks, in the face of countless,

constantly evolving threats of
cybercrime.

The Philippines, on the other
hand, relies on Data Privacy Act (RA
10173) as its main framework for data
protection and privacy (Ching et al.,
2018). Contrasting Indonesia’s PDP
Law, the Data Privacy Act explicitly
mentions data proportionality in
Section 11, which mentions three key
principles: transparency, legitimate
purpose, and proportionality.
Unfortunately, the Data Privacy Act
also has a binary system of data
classification, with only general
personal information as described in
Section 3(g) and sensitive personal
information as described in Section
3(l). Even more concerning is that
financial data is not described as a
part of sensitive personal information
in Section 3(I), which effectively
renders the other provisions
ineffective, as financial institutions
such as banks are not required to
comply with the data protection in
the case of financial information.
While the  Philippines DPA
financial

acknowledges  existing

sector laws like the Bank Deposit
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Secrecy Act, Credit Information
System Act, and Anti-Money
Laundering Act in Section 4(e)-(f),
these exemptions only cover narrow
regulatory  compliance activities
rather than comprehensive digital
banking operations. Despite this
fragmented legal framework, the
DPA itself fails to classify financial
data as sensitive personal
information, creating inconsistent
protection where tax returns receive
stronger safeguards than real-time
transaction patterns or behavioral
analytics commonly processed in
digital banking platforms.

The fact that financial data is not
expressly classified as sensitive
personal information under the DPA
does not, in itself, exclude banks from
data protection obligations, as the
DPA operates alongside sector-
specific regimes such as bank secrecy
and anti-money laundering laws,
which permit data processing and
disclosure for limited regulatory and
compliance purposes. However,
digital banking practices extend
beyond traditional banking records

and increasingly involve the

collection of device identifiers, login
metadata, behavioral analytics,
geolocation data, and transaction-
pattern profiling (Gabudeanu et al.,
2021). These categories of data do not
fall squarely within the conventional
scope of bank secrecy or AML
compliance, yet they remain highly
privacy intrusive. Seen from this
perspective, this creates another layer
of regulatory gap, where certain
forms of digital-banking data are
neither clearly classified as sensitive
personal data nor fully addressed by
sector-specific banking regulations.
Consequently, this reinforces the
need for a comprehensive application
of the proportionality principle,
because of how it can act as an anchor
that ties data to its collection and
processing purposes, as specified
strictly by the relevant consent forms.

The Philippines regulates some
aspects of digital banking services
through Bangko Sentral ng Pilipinas
Circular No. 1105 (2020). However,
this regulation only applies to digital
banks with no physical branch,

despite its important provisions, such

as the one in in Section 102(c), which

Syura: Journal of Law; Vol. 4, No. 1, 2026, Doi: https://doi.org/10.58223 /syura.v4i1.811



https://doi.org/10.58223/syura.v4i1.811

governs risk management in the
context of technology and cyber
security. The Philippines does have
its main framework for banking,
which is the General Banking Law of
2000 (RA 8791), but in the context of
digital banking the law only spells the
authority of the Bangko Sentral
(Philippine Central Bank) to regulate
it, which to this day, still has no
concrete manifestation. Even in the
more recent Internet Transactions Act
(RA 11967), there is no provision
regarding  banking transactions,
turther conclusively showing that
this is indeed a normative gap that
has long been unaddressed in the
Philippines.

For Malaysia, the data
protection and  privacy legal
landscape has recently received new
updates, with the enactment of the
Personal Data Protection  Act
(Amendment) 2024, bringing key
changes to the framework’s previous
2010 version (Ab Rahim & Ab
Rahman, 2025). This framework
applies the principle of data

proportionality directly into Section

6(3), by stipulating that personal data

that are processed have to be
“adequate but not excessive in relation to
that purpose.” This application of the
data proportionality principle is
further supplemented by Section 10
which governs storage limitation,
mandating the deletion of data that
are no longer in use. However, the
PDPA framework also suffers from a
simplistic binary classification as
provisioned in Section 4, with no
risk-based

further divergent

protection mechanisms and no
mention of financial data as a part of
the “sensitive’ categorization.

For specifically the banking
contexts, Malaysia refers to an older
regulation, which is Electronic
Commerce Act 2008, which explicitly
mentioned banking as part of its
broader definition of ‘commercial
transactions” in Section 5. This
support is further elaborated in the
Financial Services Act 2013, albeit
limited. Section 134 stipulates that,
“Nothing in section 133 (prohibition of
unauthorized access to data) shall
prohibit the disclosure of any customer

information by any person... (f) where the

disclosure is for such other purposes as
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may be prescribed by the Bank.” This
only partly covers the principle of
data proportionality, as it governs the
strict adherence to disclosure terms,
but without any mechanism to justify
those terms, especially in divergent
use cases for digital banking
purposes. This issue is rooted in
Section 133, which governs many
kinds of data that should be
protected, with examples given
focusing on physical documents and
no mention of any electronic formats.
This framework remains archaic in
nature and only touches on a small
portion of data protection and
privacy conceptualization, with even
basic norms such as transparency and
consent remain unaddressed.

To assess whether data
proportionality has been
comprehensively integrated into
digital banking regulations, this
study applies several analytical
criteria. These include the existence of
a legal definition or standard of
proportionality, the presence of a
data classification system based on

risk levels, the requirement to

conduct Data Protection Impact

Assessments (DPIA) or Privacy

Impact Assessments (PIA), the
existence of risk-based regulatory or
enforcement mechanisms, and the
presence of sector-specific rules
governing digital banking. These
criteria are used as indicators to
evaluate and compare the Ilegal
frameworks of Indonesia, the
Philippines, and Malaysia. The
comparative outlook based on these
criteria is presented in Table 1 below.

Table 1. Comparative Outlook of the
Identified Normative Gaps

Philip | Mala

esia | pines | ysia

Criteria | Indon

Legal | Partia | Yes Yes
definitio 1
n of
proporti
onality

Data | Basic Basic Basic
classifica
tion

system

Mandato | No Partial | Parti
ry al

DPIA/PI
A

Risk- No Limite | Limit
based d ed
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mechanis
m
Digital | Yes | Limite | Limit
banking d ed
specific
rules
Level of | Low | Mediu | Medi
integrati m um

on

Source: Authors’ analysis
As shown in Table 1, none of the

three countries fully satisfy all of the
criteria for comprehensive
integration of data proportionality in
digital banking regulations. While the
Philippines and Malaysia
demonstrate a moderate level of
integration due to the presence of
general proportionality principles
and partial DPIA requirements,

Indonesia shows a lower level of

integration, particularly due to the

absence of mandatory impact
assessments and risk-based
regulatory mechanisms.

Furthermore, although Indonesia has
specific regulations related to digital
banking, these regulations do not yet
clearly incorporate risk-based data
proportionality standards. From this

comparative outlook, it is evident that

Indonesia is the most behind when it
comes to capturing these issues,
which  positions the country’s
banking industry to face significant
uncertainty. While it can be argued
that the lack of enforcement leaves
firms with less compliance pressure,
the long-term legal risk management
might present a different picture.
With the continued reliance on data,
more concerns around data in fintech
will be raised and to close the already
wide regulatory lag, Indonesian
banks might be looking at an
overhaul of previous regulatory
approach regarding this issue, which
in the end will put significant
pressure for the banks to comply. On
the other hand, while the legal
liability risks still exist (Anggriani et
al., 2026), banks that operate under a
legal system with a more developed
legal frameworks around this issue,
such is the case with Malaysia and the
Philippines, will face a more
predictable legal risks in the short-

term or long-term.
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Conclusion

From the analysis through this
study, it is apparent that the principle
of data proportionality has not yet
been applied comprehensively in all
the three countries analyzed.
Indonesia, despite being the only
country with a dedicated framework
for conventional bank’s digital
banking services, falls short in
acknowledging the importance of
risk minimization as its PDP
framework and its digital banking
framework also lack synchronization
in the context of data protection and
privacy. The Philippines, on the other
hand, is the only country in
comparison that directly addresses
the principle of data proportionality
but lacks data provisions in the

context of digital banking services

provided by conventional banks.

Malaysia has adequate
manifestations of data
proportionality ~ principles  but

unfortunately also suffers from the
same problem as the Philippines
regarding the lack of data provisions
bank’s

for conventional digital

services. All three countries also have

the same, oversimplistic data
classification, which can present
further normative issues for the real
application of data proportionality in
the future.

It is advised that the countries
implement key changes to their legal
frameworks regarding data privacy
and digital banking services.
Enhancement of data classification,
mandatory privacy impact
assessments, and divergent risk-
based data handling requirements
should be the prioritized normative
aspects to be added. For the specific

case of Indonesia, the

proper
integration of data proportionality
principles remains the issue with
utmost urgency, as the other two
countries have adequately integrated
this principle in their foundational
data  protection and  privacy
framework. Ultimately, findings of
this study can serve as insights to be
considered  for  future legal
developments of the banking sector
in an ever-so-digitalized world, to
reach an equilibrium between digital

banking utility and data privacy

protection.
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